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BELL SENDS MESSAGES

he CG, USAREUR/7A, has issued the following new
messages:

>Bell Sends Message #25-04, Impacts of Global Rebasing on
United States Army Forces in Europe, 21 August 2004

> Bell Sends Message #26-04, Safety Alert—Soldier Killed in
PQV Crash, 25 August 2004

Bell Sends messages are posted on the USAREUR homepage
(http://www.hqusareur.army.mil). They are also available
through the Army in Europe Publishing System (https:/
aepubs.army.mil/ae/public/main.asp) and in the Library of Ar-
my in Europe Publications and Forms (https://www.aeaim.
hqusareur.army.mil/library/).

MICROSOFT XP SERVICE PACK 2

M icrosoft recently released the service pack 2 (SP2) up-
grade for its XP operating system (OS). This SP is over
270 megabytes in size and contains more than 600 changes to
the OS.

Organizations in the Army in Europe will be informed on
when and how to download and install SP2. The Army Net-
work Operations and Security Center, Europe (ANOSC-E), in
coordination with the Regional Computer Emergency Re-
sponse Team, Europe (RCERT-E), is currently analyzing the
SP and determining the required configuration settings for the
Army in Europe before the SP is implemented in the theater.

The ANOSC-E will release SP2 through the USAREUR
Software and Anti-Virus Update Management Service
(USAVUMS) Software Update Service (SUS) component lo-
cated at each network operations and security center (NOSC)
for LandWarNet (Class) networks, and each network service
center (NSC) for LandWarNet (Unclas) networks. Units in the
Army in Europe that have internal SUS servers or clients must
ensure that these are pointed to their supporting NOSC or
NSC as appropriate to receive only updates approved by the
ANOSC-E.

Organizations should not attempt to download and install SP2
from other sources. Doing so could significantly degrade
available network bandwidth and result in a less secure and
more vulnerable OS and network configuration. The ANOSC-
E will actively prevent attempts initiated from networks in the
Army in Europe to obtain this SP from other sources.

The POC for—

»Policy is Mr. LaChance, DSN 370-7395.

»Technical issues is Mr. Fillmore, DSN 80-5206.

PREPARING FOR TRANSITION TO IPV6

OD has undertaken an initiative to transition the Global

Information Grid from Internet Protocol version 4 (IPv4)
to Internet Protocol version 6 (IPv6), which provides numer-
ous enhancements in security, address space, and quality of
service. This is a long-term project that requires proactive, ear-
ly, and continuous life-cycle management of all computers,
software, and network devices and equipment used in the Ar-
my in Europe to ensure an effective transition to the new pro-
tocol. Current Army in Europe policy on IPv6 is at https://
www.aeaim.hqusareur.army.mil/library/ltr/pdf/ul2004-004.pdf.

As the end-of-year buying season approaches, all units must
ensure that they are planning IPv6 compatibility in their infor-
mation technology (IT) procurements. For maximum flexibili-
ty (to ensure full capability to conduct joint and internal opera-
tions, and implement an effective transition to IPv6), Army in
Europe organizations should procure IT systems that enable
“IPv4/IPv6 dual stack” functionality. Dual stack functionality
allows IT systems to support both IPv4 and IPv6 protocols at
the same time or individually. When ordering IT systems, or-
ganizations must ensure they request IPv4/IPv6 dual stack
functionality. Organizations are reminded that AR 25-1 and
Army in Europe policy require that the Army Small Computer
Program be used as the primary source for IT procurements.

The POC for—
>Policy is Mr. LaChance, DSN 370-7395.

> Technical and implementation issues is Mr. Holbrook, DSN
380-5718.

SPOUSE ATTENDANCE AT FRG MEETINGS

F amily readiness groups (FRGSs) help relieve the strain that
soldiers and their families experience when separated dur-
ing deployment. Spouses of deployed soldiers are encouraged
to attend FRG meetings. This applies to spouses who work for
the U.S. Government in appropriated and nonappropriated
fund positions. Supervisors will grant excused absence to
these employees when possible. When these employees are
excused to attend an FRG meeting—

> They will not be charged leave nor lose pay.

»The meeting site will be the employee’s place of duty.
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ANTITERRORISM DIVISION

he Force Protection Division, Office of the G3, HQ

USAREUR/7A, has changed its name to the Antiterror-
ism Division, Office of the G3, HQ USAREUR/7A. Its office
symbol has changed from AEAGC-FP to AEAGC-AT.

DIGITAL PRINTING TEMPLATES

igital printing templates are available in the Library of

Army in Europe Publications and Forms under Action
Officer Tools. Included are templates for business cards, half-
size publications, invitations, and memo pads. These templates
must be used to format documents that will be sent to the Doc-
ument Automation and Production Service (DAPS) for print-
ing. Doing so will help reduce printing costs and processing
time.

The templates are in MS Word and should be downloaded for
use. When possible, documents should be converted to porta-
ble data file (PDF) format before being submitted to DAPS for
printing.

The template Web page includes a Preparing Files for Digital
Printing guide that should be used with the templates. This
guide provides information on printing standards and format-
ting, and covers topics such as document-size considerations,
fonts, graphics and images, page layout, printing authoriza-
tion, producing print jobs from multiple sources, proofs, tabs,
the use of copy machines, and final processing. The guide may
be sent by e-mail to those who do not have access to the online
templates.

AR 25-30, DA Pamphlet 25-40, and AE Regulation 25-35 pro-
vide more information on publishing and printing.

ARMY CAMPAIGN PLAN—
WORTH FIGHTING FOR

QDA has distributed a book and compact disk (CD)

called The Army Campaign Plan—Worth Fighting For.
The book and CD explain the restructuring of the Army, the
goals of restructuring, and how this restructuring will improve
the lives of Army families. The CD includes briefings, videos,
references, an extensive glossary, and a survey.

The book and CD are intended for soldiers and family mem-
bers, and are being distributed to USAREUR major subordi-
nate commands and area support groups.

CERTIFICATES AND SCROLLS

A and USAREUR certificates of achievement and scrolls

of appreciation (DA Form 2442, AE Form 600-8-22A,
and AE Form 600-8-22B) will be used to the maximum extent
possible to recognize service, acts, and achievements that do
not warrant the award of an Army decoration.

CERTIFICATES OF ACHIEVEMENT

Commanders in the grade of lieutenant colonel or higher may
award certificates of achievement to all U.S. military person-
nel, including members of other branches of the U.S. Armed
Forces. Certificates of achievement may also be awarded to
Allied military personnel.

SCROLLS OF APPRECIATION

Commanders and supervisors in the grade of lieutenant colo-
nel, GS-12, or higher may award scrolls of appreciation to
U.S. soldiers, DOD civilian employees, local national employ-
ees, community volunteers, and military or civilian members
of a foreign country.

CERTIFICATES AND SCROLLS SIGNED OR AWARDED BY THE
USAREUR COMMAND GROUP

To request that the CG, USAREUR/7A, or the DCG/CofS,
USAREUR/7A, sign or award a certificate or scroll, com-
manders will submit a letter of recommendation with a pro-
posed citation through command channels to 1st Personnel
Command (AEUPE-PSSD-PAD), Unit 29058, APO AE
09081-9058. Requests must arrive at 1st Personnel Command
at least 30 days before the desired presentation date.

LocALLY DESIGNED CERTIFICATES AND SCROLLS

AR 25-30, paragraph 7-17b, prohibits using color for decora-
tive effect in printed publications. This policy applies to local-
ly designed certificates and scrolls. Requests for proposed cer-
tificates and scrolls must be coordinated with the local forms
management officer before a printing request is prepared. Or-
ganizations will not issue organization-unique certificates of
training. DA Form 87 will be used as proof of training.

DEPLOYMENT AND REINTEGRATION
PUBLICATIONS

he following publications provide policy for and informa-

tion on deployment and reintegration for soldiers, civil-
ians, and their family members. These publications are availa-
ble through the Army in Europe Publishing System (https://
aepubs.army.mil/ae/public/main.asp). Commanders will en-
sure that unit publications clerks orders these publications as
appropriate.

»AE Pamphlet 600-8-109-2, Soldiers, Civilians, & Family
Members’ Reintegration Guide. This guide provides useful
checklists, telephone numbers, and information to help make
transition easier.

> AE Pamphlet 600-8-109-3, USAREUR Deployment and Re-
union Guide for Children in the Ages 3 to 6 Years.

> AE Pamphlet 600-8-109-4, USAREUR Deployment and Re-
union Guide for Children in the Ages 7 to 12 Years.

> AE Pamphlet 600-8-109-5, Army Brat Pack for Teenagers.

>AE MISC PUB 600-8-109A, Reintegration Brochure. This
brochure provides information on some of the services availa-
ble for individuals affected by deployments.
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»AE MISC PUB 600-8-109B, Deployment and the Family
Brochure. This brochure provides information on the resourc-
es available to help soldiers, civilians, families, and friends ad-
just to reintegration.

NEW ELECTRONIC ARMY IN EUROPE
REGULATIONS

he following Army in Europe (AE) regulations have been
published and are available in electronic format in the Li-
brary of Army in Europe Publications and Forms:

> AE Regulation 380-40, Safeguarding and Controlling Com-
munications Security Material, 16 August 2004

> AE Regulation 525-13, Antiterrorism, 12 August 2004 (pub-
lications clerks may order paper copies through AEPUBS)

»AE Regulation 840-10, Display and Presentation of U.S.
Flags, 26 August 2004

NEW ARMY IN EUROPE COMMAND PoLICY
LETTERS

he following Army in Europe command policy letters
have been distributed as shown:

>Army in Europe Command Policy Letter 1, Army in Europe
Command Policy Letters, AEACG (DSN 370-6583), 18 Au-
gust 2004 (Distr: A)

»Army in Europe Command Policy Letter 32, Individual/Unit
Medical Readiness and Anthrax Vaccination Programs,
AEAMD-FHP (DSN 371-2077), 18 August 2004 (Distr: A)

Proponent telephone numbers are listed after the office sym-
bols. These policy letters are also available in the Library of
Army in Europe Publications and Forms at https://www.aeaim.
hqusareur.army.mil/library/.

NEW ARMY IN EUROPE COMMAND
MEMORANDUMS

he following Army in Europe command memorandums
have been distributed as shown:

>Translation Support for Spouses, AEAGA-M (DSN 370-
8571), 17 August 2004 (Dist: B)

>Heat Injury Prevention Program, AEAMD (DSN 371-3350),
17 August 2004 (Dist: A)

»USAREUR 2004-2005 Winter Safety Campaign, AEAGA
(DSN 370-8124), 23 August 2004 (Dist: D)

> Attendance of Civilian Employees at Land Combat Expo
2004, AEAGA-CE (DSN 375-2502), 25 August 2004 (Dist:
B)

Proponent telephone numbers are listed after the office sym-
bols. These memorandums are also available in the Library of
Army in Europe Publications and Forms at https://www.aeaim.
hqusareur.army.mil/library/.

USAREUR PAMPHLET RESCISSION

he following USAREUR pamphlet is rescinded (the pro-
ponent staff office is shown in parentheses):

>»USAREUR Pamphlet 600-69, USAREUR Command Cli-
mate Survey Program Handbook, 16 June 1992 (G1)

How TO USE THIS BULLETIN

Q USAREUR/7A and IMA-E publish the Army in Eu-
rope Bulletin on the 1st and 15th of each month.

Only personnel assigned to HQ USAREUR/7A staff offices or
IMA-E may publish articles in the bulletin. Personnel assigned
to USAREUR major subordinate and tenant commands (AE
Reg 10-5, app A) may also submit items for publication, pro-
vided the request is sent through the command’s affiliated HQ
USAREUR/7A staff office. Personnel assigned to area support
groups and base support battalions may also submit items for
publication, provided the request is sent through a division of
IMA-E.

Requests may be sent by fax (DSN 370-6568), mail
(USAREUR G6 (AEAIM-D), Unit 29351, APO AE 09014-
9351), or e-mail (pubsmail@hg.hqusareur.army.mil).

Personnel with questions or comments about this bulletin may
contact the bulletin editor by telephone (DSN 370-6755) or e-
mail (pubsmail@hqg.hqusareur.army.mil).

For the CG, USAREUR/7A:
E. PEARSON

Colonel, GS

Deputy Chief of Staff

Official:

StvaNmd
GARY C. MILLER
Regional Chief Information
Officer - Europe

DISTRIBUTION:

This bulletin is distributed by e-mail and is available only in
electronic format.
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